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Cyber Warfare: A concern in International 

Humanitarian Law 
 

Abstract: 

Cyber warfare is another amaze and circumstance under International Humanitarian law. With 

the advancement of warfare rather than just nations and government being rivals, extremist 

organizations and individuals have additionally entered the ambit. In addition with the 

happening to the Cyber age, people have additionally become more powerful, be only in 

individual or in group. Everything has become easy to access today. Moreover, a person 

sitting in india can get through the computer system of another country. With the ease of 

access and advancement, the rate of Cyber crime has increased. The factor which makes 

Cyber crime more destructive is its transnational nature. In physical crime, it is somehow easy 

to find the offender. But in Cyber crime, it is only easy to get the Internet Protocol Address. 

This paper has generally portrayed the impact of Cyber war in light with widespread 

International law and studied the prospect of Cyber war , means of threat, legal structure, and 

regulatory frameworks required for present challenges. Many discoveries have uncovered 

many results where the Cyber world is facing serious issues. Cyber warfare becoming one 

means to obstruct the principle of humanitarian law. Proposition of this paper has gained by 

prescribing reasons to protect people from such Cyber attacks but this is incomplete until the 

worldwide system has agreed on this cross-cutting contemporary issue. Moreover, the paper 

includes the suggestion for the need for a strong regulatory framework to stop such human 

rights infringement with more knowledge of protection of the Cyber systems provided to the 

Defence of the country in emergency case. 
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Introduction 

The nature of exploration has driven the people to triumph over space and planets. Since ages, 

they have drawn in themselves to war and compassionate clashes to pick up the global round 

of intensity. With the advancement of time, there has been change in war weapons and 

different means and methods of clash. Today innovation is a standout amongst the most 

defenseless weapons that is in regular utilization. The internet is the largest running that 

associates each individual on the earth. It is an imperceptible system that interfaces 

individuals and furthermore dependably a fundamental malevolence. It has pulled in many 

negative aspects more than the positive ones. 

International Humanitarian Law principles and rules have initially been considered and 

broadly created to address 'physical warfare', the lead of threats with the utilization of specific 

weapons with the structure of the war in land, ocean, air and space. Presently the internet has 

turned into the fifth space of warfare, in which activities against computers or computer 

framework through an information stream are led as methods and techniques for warfare in an 

armed conflict. However at this point cyber warfare has been recognized as a genuine issue to 

the world. 

It is a war pursued in space, including protecting data and PC systems, conceding data 

assaults just as denying an enemy' capacity to do likewise1.  

 

Definition of Cyber Warfare 

Cyber warfare includes the activities by a country state or any association to assault and 

endeavor to harm another country's computer system or data organized through computer 

infections or cyber threat. It is any virtual clash started as a politically persuaded assault on a 

foe's computer and data framework pursued by means of the web. These threats incapacitate 

budgetary and association frameworks by taking or changing the arranges information to 

undermine systems, sites or administrations. 

To the degree the possibility of Cyber warfare is concerned, it has fit the receipt to rehash the 

remarks of ICRC (International Committee of Red Cross) as a base to describe Cyber warfare. 

Richard Clarke, past phenomenal adviser to National Security Council on advanced security 

issues and author of the book Cyber War, depicts Cyber warfare as "actions by a nation state 

to enter another nation's PCs or frameworks for the inspirations driving causing damage or 

intrusion." 
 

1 Gary D. Solis, Cyber Warfare, 219 Mil. L. Rev. 1, 52 (2014). 
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Cyber warfare suggests politically moved hacking to lead damages and covert work. As one 

can instigate from the above proposed definitions, there is no agreed definition on the term 

Cyber warfare be that as it may, diverse composed works picked to portray it particularly 

either authentically or in an indirect manner through computerized ambush. Correspondingly 

such understanding is reaffirmed in The Tallinn Manual. For instance countries have their 

own standings towards cyber warfare, The United Kingdom plot four particular procedures 

for advanced attack in its national advanced framework.2 

 

A Humanitarian Concern  

The term Cyber Warfare has been used to refer to means and methods of warfare that consists 

of Cyber operations amounting to or conducted in the context of an armed conflict within the 

meaning of International Humanitarian Law. According to ICRC, vulnerability of Cyber 

warfare and potential humanitarian cost of Cyber attacks can lead to a huge destruction. The 

nexus between the worldwide humanitarian law and Cyber warfare is interlaced and 

interconnected which manages the standards that militaries must pursue while taking an 

interest in a war. These laws of war portray what activities could possibly be taken against 

non-warriors, troopers and unlawful soldiers. A key purpose of IHL is that the regular folks 

and non-soldiers may not be killed or treated unfeelingly amid times of war. The IHL has 

prohibited the utilization of numerous weapons, which bars exploding bullets, chemical and 

biological weapons, blinding, laser and anti-personnel mines. 

 

While the internet itself is non-physical, it is a basic foundation that can enormously influence 

the physical world. Rationale bombs and Computer system infections can downfall everything 

from electric matrices and the financial exchange to atomic power plants and water treatment 

offices.3 

The nexus among IHL and Cyber fighting is concerned, it is qualified to emphasize the focal 

subjects of helpful laws; Inter alia. Jus in bello, conjointly called the law of war, the law of 

furnished clash (LoAC) or worldwide philanthropic law (IHL) is the segment of law of 

 
2  Ayalew, Y. (2015). Cyber Warfare: A New Hullaballoo under International Humanitarian 
Law. Beijing Law Review, [online] 06(04), pp.209-223. Available at: 
http://file:///C:/Users/nEW%20u/Downloads/Cyber_Warfare_A_New_Hullaballoo_under_Int
ernationa%20(1).pdf [Accessed 25 Dec. 2019]. 
3 Ibid 2 
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countries taking care of the insurance of people who are no longer working together inside the 

threats which limits the methods and systems of fighting.4 

 

The internet is portrayed as an all inclusive interconnected system of computerized data, 

correspondence foundation, web, broadcast communications organize, PC frameworks while 

Warfare is alluded to the lead of military threats in circumstances of furnished clash.5 

 

In May 2007, the Estonian government confronted the truth of the Cyber war . An unknown 

Cyber threat focused on both the regular people and the administration frameworks. Hitting 

the sites of banks, services, paper and supporters, the strikes left Estonia with no way to tell 

the world that it was enduring an onslaught. The strike was both aimless and centered. 

Specific ports of specific missions were focused on and after that bundles bombs were sent to 

specific locations. Everything was closed down whether it might be the crisis numbers for 

ambulances and the fire administration was inaccessible for over 60 minutes.6 

The Soviet pipeline blast in 1982 was the first non-atomic assault that made the blast that 

could be seen from Space. At the point when CIA7 came to realize that Soviet Union 

endeavored to take the PC programming which was utilized to direct the siphon valves in gas 

funnels, at that point CIA intentionally put a Trojan infection inside their product. At the point 

when Soviet endeavored to use to work gigantic gas line pipes in Siberia by this product, the 

Trojan Horse assumed the responsibility for the valves and shut them. This made a weight 

lead to the impact of the pipeline which held to be a gigantic monetary ramifications to Soviet 

Union. 

After that the violations in this space has pulled in the consideration regarding different 

episodes in threat, for example, Shamoon infection in 2012, Wannacry, focusing on Iranian 

Nuclear offices with Stuxnet worm in 2010. 

 
4 Ibid 3 
5  Melzer, N. (n.d.). [online] Unidir.org. Available at: 
http://unidir.org/files/publications/pdfs/cyberwarfare-and-international-law-382.pdf 
[Accessed 28 Dec. 2019]. 
6 T.G. Kelsey, J. (2019). Hacking into International Humanitarian Law: The Principles of 
Distinction and Neutrality in the Age of Cyber Warfare. Michigan Law Review, [online] 
106(7). Available at: 
https://repository.law.umich.edu/cgi/viewcontent.cgi?article=1381&context=mlr [Accessed 
28 Dec.  2019]. 
7 Russell, A. (2004). CIA plot led to huge blast in Siberian gas pipeline. [Blog] The 
Telegraph. Available at: 
https://www.telegraph.co.uk/news/worldnews/northamerica/usa/1455559/CIA-plot-led-to-hu
ge-blast-in-Siberian-gas-pipeline.html [Accessed 29 Dec. 2019]. 
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Transnational Cyber Threat 

 

Transnational Cyber offenses work from within the use of the language of code to infiltrate 

systems, disrupt service and compromise data. Infectious malware and denial-of -service or 

breaches are 2 common examples of transnational Cyber offenses. The first malware code was 

designed to inflict harm on date, hosts or networks. 

In April 2010, the record of procedures of a court in the event that includes Mohamedou Ould 

Slahi, a presumed al Qaeda agent demonstrated that the organization had effectively led 

Cyber attacks from which one was on Israeli government computer system in 2001. They 

denounced likewise uncovered that they additionally undermined sites by propelling 

denial-of-service attack and one of the attacks was to the Israeli Prime Minister. 

Irresistible malware and Denial-of-Service are the two basic instances of transnational digital 

offenses. The principal type is intended to dispense hurt on information, has or arranges. This 

malware generally taints a PC framework when a client gets to a degenerate site or downloads 

an email connection. The two most recognizable types are malware-infections and virus that 

spread effectively starting with one PC then onto the next. A typical variation of malware is 

ransomware. This PC malware spreads clandestinely and holds the unfortunate casualty's PC 

information prisoner by locking their screens which is known as locker ransomware by 

scrambling their documents known as crypto ransomware. At the point when this malware 

goes into a framework this makes the scrambled duplicates of the records which opens by the 

decoding key and erases the first documents and leaves guidance requesting a loads of cash.  

In the second type of offense, the culprit dispatches a torrent of phony solicitations from a 

solitary source which is solid to the objectify the computer, server or system. DoS threats 

incidentally and effectively hinder the entrance to the objective framework. Both the sorts of 

cyber offenses can be consolidated to make appropriate denial-of-service. Culprits of DDoS 

(Distribute Denial of Service) attacks use malware to commandeer and subjugate various PCs 

called 'Zombie' that flood target systems with traffic. Counterfeit solicitations issued by the 

system of zombie PCs or gadgets which is known as 'Botnet' which can incapacitate the 

objective frameworks for quite a long while or even hours. 
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Cyberspace is characterised by the absence of borders, dynamism and anonymity, by the fact 

it creates both opportunities to develop knowledge-based information society, but also risks.8  

 

Cases and Future Contingents 

A recent report held that a cyber attack caused a noteworthy printing and conveyance 

interruptions at Los Angeles Times and different U.S. newspapers including Chicago Tribune 

and Baltimore Sun. The attack gave off an impression of being originated outside United 

States. The assault additionally influenced the West Coast versions of Wall Street Journals 

and New York Times9. A report presented European Union member states provided the 

evidence of both software and hardware attacks by a Chinese group known as Advanced 

persistent Threat 10 against the attack on European aerospace companies10.  

Security specialists uncover that Iranian programmers have been focusing on the telecom and 

travel ventures since something like 2015 trying to surveil and gather the individual data of 

people in the Middle East, U.S., Europe and Australia. The U.S. Fair National Committee 

uncovered that it had been attacked by Russian programmers in the weeks after the 2018 

midterm races. The U.S. Securities and Exchange Commission charged a group of 

programmers from the U.S., Russia, and Ukraine with the 2016 rupture of the SEC's online 

corporate documenting entry abused to execute exchanges dependent on non-open data. 

In December, Reuters detailed that Hewlett Packard Enterprise Co and IBM were two of the 

crusade's victims,and western authorities alert in private that there are some more.11 

North Korean programmers focused on the Chilean ATM arrange in the wake of deceiving a 

worker into introducing malware through the span of a phony prospective employee 

meeting.12  

 
8 Martin I, 'Cyber Security Strategies - An Overview.' (2015) 4(1) Int'l J Info Sec & 

Cybercrime 33 
9 Finkle, J. (2018). Cyber attack hits U.S. newspaper distribution. [Blog] The Thomson 
Reuters. Available at: 
https://www.reuters.com/article/us-cyber-latimes/cyber-attack-hits-u-s-newspaper-distributio
n-idUSKCN1OT01O [Accessed 4 Jan 2020]. 
10 EU considers proposals to exclude Chinese firms, such as Huawei, from 5G networks. 
(2019). [Blog] The Straits Times. Available at: 
https://www.straitstimes.com/world/europe/eu-considers-proposals-to-exclude-chinese-firms-
such-as-huawei-from-5g-networks [Accessed 11 Apr. 2019]. 
11China hacked Norway's Visma to steal client secrets: investigators. (2019). [Blog] The 
Thomson Reuters. Available at: 
https://www.reuters.com/article/us-china-cyber-norway-visma/china-hacked-norways-visma-t
o-steal-client-secrets-investigators-idUSKCN1PV141 [Accessed 11 Apr. 2019]. 
12 Song, V. (2019). Employee Falls for Fake Job Interview Over Skype, Gives North Korean 
Hackers Access to Chile's ATM Network: Report. [Blog] GIZMODO. Available at: 
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U.S. Naval force authorities report that Chinese programmers had more than once stolen data 

from Naval temporary workers including Naval support information and rocket plans.13 

Italian oil organization Saipem was attacked by programmers using an adjusted form of 

Shamoon virus, bringing down many the organization's servers and computer system in the 

UAE, Saudi Arabia, Scotland and India. 

It is now 21st century where a huge number of data breaches incidents are reported everyday. 

A 2014 global survey of some 9,700 executives found that cyber attacks rocketed up by 48 

percent within a single year.14 The world got shoked by the assault of Notpetya which is 

viewed as the world's most noticeably awful assault ever.15  

 

4. Conventions and Legal Implications 

 

Tallinn Manual 2.0 contains the most comprehensive treatise on the applicability of 

International Law in cyber space but not sanctioned by many states. The Convention of 

Cybercrime of the Council of Europe and the Protocol on Xenophobia and Racism are 

additionally accessible in non-official forms. The official dialects of the Council of Europe are 

English and French (Article 12 of the Statute of the Council of Europe). Just the arrangements 

distributed by the Secretary General of the Council of Europe, each in a different booklet of the 

"European Treaty Series" (ETS) proceeded since 2004 by the "Chamber of Europe Treaty 

Series" (CETS), are considered valid. The interpretations displayed here are for data as it were. 
16 Digital weapons are not part of the Geneva Convention and the manner in which they are 

utilized now. 

At the point when different types of strategy end, and countries are involved in war, there are 

sure standards of commitment with regards to what you should or shouldn't do. This does not 

have any significant bearing to Cyber warfare or Cyber attacks. There is Budapest Convention 
 

https://gizmodo.com/employee-falls-for-fake-job-interview-over-skype-gives-1831801832 
[Accessed 12 Apr. 2019]. 
13 Aljazeera.com. (2018). Chinese hackers steal US navy data from contractor: reports. 
[online] Available at: 
https://www.aljazeera.com/news/2018/06/chinese-hackers-steal-navy-data-contractor-reports-
180609085229458.html [Accessed 12 Apr. 2019]. 
14Emile Loza de Siles, Cyber Security and Cybercrime, 8 Landslide 6, 11 (2015) 
15  Aparna Banerjea, ‘Notpetya: How a Russian malware created the world’s worst 
cyberattack ever’ Business Standard (27 August 2018) 
<www.business-standard.com/article/technology/notpetya-how-a-russian-malware-created-th
e-world-s-worst-cyberattack-ever-118082700261_1.html> accessed 1 February 2019. 
16Convention, B. and Europe, C. (n.d.). Budapest Convention and related standards. [online] 
Cybercrime. Available at: https://www.coe.int/en/web/cybercrime/the-budapest-convention 
[Accessed 12 Apr. 2019]. 
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on Cyber crime as the first international treaty asking to address internet. So as to defeat this 

issue, the most reasonable methodology is to concentrate on regular measures that are as of now 

set up and working, for example, the Budapest Convention on Cyber crime, and on 

methodologies on which there is expansive understanding, specifically, limit building. In 

October 2013, it was the focal point of the Global Cyber Space Conference in Seoul, Korea. 

Expanding on this force, the European Union and the Council of Europe pursued by up quickly 

and in the exceptionally same week consented to their arrangement on the joint venture on 

'Worldwide Action on Cyber crime (GLACY), while in the meantime, the Council of Europe 

chose to set up a Cyber crime Program Office (C-PROC) for overall limit working in Bucharest, 

Romania. 

 

5. Conclusion 

In any case, there is as yet this pressing need to enact such hard laws just as to prepare the 

administration representatives with the goal that they can secure their own computer systems. 

The International Law Organization must come up with better laws objectifying such 

infringement of rights. The military of the state ought to have the information to shield the 

Computer System from any such assault with the goal that it may not create any such war 

between the states. There ought not be any day where people can free their security and reports. 

Programmers should be appointed in Governmental organizations to protect the datas and 

private information. Henceforth more than any sort of enactment, each state requires to fortify 

their military and representatives to shield themselves from such assault and limit such assault. 

The countries must have their own established organization where the Cyber security 

programmers will work for the protection of the data.  


